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Overview of Disaster Recovery Planning
This is not a manual for disaster recovery planning but an overview of some of the key items that are addressed as part of the plan’s development. The following is based on a small business that is actively selling products and services.

Why do we need a Plan?
“Every business should have a comprehensive disaster recovery plan. Unfortunately, because the idea of developing one can seem time-consuming and tedious, many entrepreneurs choose to go without one. Although it’s always best to have a complete plan, it’s better to have a few crucial pieces than nothing at all. So even if you can’t do everything, do something.” – New York Times, 2009

Things can and will go wrong. It is not the fact that something will happen that is important. It is what you do when something does happen. The more prepared your team is the quicker the recovery.

Where to Start?

Often the plan is thought of in terms of what if my building burns down, my mega server blows up or my service provider goes out of business. These events are unfortunately more common than we wish to imagine. Plans are required to survive such disasters. That said, a plan is not simply how to get back to where you were, it needs to serve as a prioritization of business needs, short term needs, not the strategic plan that most entrepreneurs have envisioned for their businesses.
After a disaster the strategic plan will need to be redone but this is secondary to serving current customers, securing next month’s revenues and having a productive team working towards a common goal. The immediate focus is on the data to service customers, the ability of the team to support them, the collection of revenue and the continuation of selling products and services.
The Building Blocks

We need to define the following:


1) What data is actually needed and by whom

2) Who is the point of communication for each major functional area

3) What is the prioritization of enabling each functional area and to what degree

Data

Not all data has equal value and only some of the data can be restored and used by the team during recovery. Asking what data you would miss the most usually helps build the data requirements:
a) Financial data - Revenue collection, accounts payable, payroll, taxes

b) Customer Service – what data us required to support existing customers

c) Systems –what databases are the backbone of the IT function (Active Directory, Asset Location, etc.)

d) Sales – what information is required to allow the continuation of sales
a. Client Relationship Management (CRM) tools 
b. Quoting Tools

c. Contract Preparation systems

e) Key Activities (e.g. internal items such as print media). For most small businesses a lot of the creative material will already be held offsite by 3rd parties

People
The key staff members that need access to systems and data must be identified, along with the primary points contact for the teams. Who is coordinating everything? As with any disaster having a central point of contact for coordination is mandatory. The typical teams are:

a) IT communications (phones, email, etc.)

b) IT Systems (physical access to systems, data, etc.)

c) Customer Service Group

d) Financial Team

e) Sales group

f) Others

Prioritization

This can only be defined by the business owner and senior staff. The goal is to carefully identify in what order things must be returned to create a minimal working environment. This is not a complete restoration of all services but it is an environment that supports the immediate needs of the business.

A secondary team must start work on securing the needs outside of the immediate response group. This includes:

1) Physical work space (temporary office space, someone’s house etc.)

2) Communications for customers (email access, web access, phone access)

3) Replacement computer hardware (if needed) to services – could be virtual services from the cloud

4) Recovery of data to the systems (again, the near term requirements)

5) Planning for the next 3 months in terms of recovery

6) Considerations to the change in strategy based on the disaster
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